Advanced Data Security

Exercises — Chapter 3 — AES

Exercise 1- Given the plaintext {000102030405060708090A0BOCODOEOQF} and the key
{01010101010101010101010101010101}:
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Show the original contents of State, displayed as a 4 * 4 matrix.
Show the value of State after initial AddRoundKey.

Show the value of State after SubBytes.

Show the value of State after ShiftRows.

Show the value of State after MixColumns.

Show the AES output after Round 1

Exercise 2 - Compare AES to DES.
For each of the following elements of DES, indicate the comparable element in AES or explain why it

is not needed in AES.
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XOR of subkey material with the input to the f function
XOR of the f function output with the left half of the block
f function

permutation P

swapping of halves of the block



